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EXECUTIVE SUMMARY

Audrdids current Internet  content regulation sysem embodied in  the
Commonwedth Government’'s Broadcasting Services Amendment (Online Services)
Act of 1999 is serioudy flawed in terms of its woefully inaccurate understanding of
the redities of this increesngly ubiquitous medium.  The Online Services Act was
developed in a close-minded reectionary politicd cdimate of mord criss and mord
panic with regard to new information technologies. As such, the Act has no place in a
nation that claims to vaue democracy and persond freedoms, and particularly in one
whose economic fortunes depend so heavily upon how larger and wedthier foreign

countries percelve our capability to use new technologies to our best advantage.

At present, the Online Services Act is not only Hill in force, but there are serious plans
to expand and enhance its powers a a State level over the objections of online
freedom groups. In addition, as they have a dl Sages in the Internet content
regulation debates thus far, the Audrdian public in genera have demondrated both

their gpathy towards, and ignorance of, this crucid IT issue.

In order to dleviate the present parlous sysem of Internet content regulaion in this
country, to prevent it from worsening, and to raise public awareness of the postive
agects of this rdaivdy new and exciting technologicd medium, the Audrdian
Computer Society (ACS) and the Audrdian Library and Information Association
(ALIA) hereby formaly commend our jointly-proposed dternative Internet content
regulation policy to the Federd Government for immediate implementation.

In summary, we make the following pair of primary recommendations
The current Federd Government-run Internet content regulation system should
be completely scrapped.
In its place, a regularly evauated system funded by the Federd Government, but
run by the ACS and ALIA, should be indtituted that will have as its centrd am
an emphads upon podtive Internet user education and empowerment of the
citizen to make their own Internet content regulation decisons.
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HOW TO IMPROVE AUSTRALIA’SINTERNET CONTENT
REGULATION SYSTEM:
A JOINT ACS/ALIA POLICY PROPOSAL TO THE FEDERAL
GOVERNMENT

1 Introduction

For many years, most Audrdians have supported, or a least tolerated, the Federd
Government’s legidative right to dassfy and accordingly regulate the didribution of
mog forms of visud and print media Flms videos, and computer games ae
paticulaly essy to cdassfy, as they ae didinct, readily identifidble consumer
products with rdativdy easly observed importation and digtribution channds.
Likewise, it is not easy to publicly distribute contentious (usudly pornographic) print
metter and escape the Government’ s regulatory force.

This is not so for Internet content. Text, pictures, movies, and sounds may be
downloaded from and/or placed on easly accessble computers located al over the
world, usudly with very little (if any) observaion by anyone dse. With extremey
few exceptions, such content has been developed free of any form of officid
government regulation and, as such, can potentidly compose of materid that is
heavily redricted, if not banned, in other media Compounding these “problems’ is
the fact that Internet content is dmost incomprehengbly abundant in comparison with
most other media

With a view to maximisng condgency with the treetment of other forms of media,
the Federad Government's 1999 Online Services Act indituted a sysem for the
regulation of Internet content. More recently, South Audtrdia proposed a Bill to
complement this legidation with additiond enforcement a a Stae levd. It is dear
that increesng severe Internet content regulation is becoming a redity in Audrdia It
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is equdly clear from their slence that most Audraians ether support these moves or,
more likely, do not care or redise that they are being made.

1.1 Reason for proposal

The Ausraian Computer Society (ACS) and the Audrdian Library and Information
Asociation (ALIA) have seen fit to pool therr resources and collectively present a
policy proposa to the Federal Government. This proposa outlines progressive
drategies for the regulation of Internet content that emphasise user education and
parenta supervison raher than the regressve punitive and misguided censorship of
the current system that shows no cear underganding of the unique nature of this
meanifestation of information technology.

Members of the ACS and ALIA redise tha this predominantly directiond and
operational policy proposd is unsolicited and has not been produced a a time where it
may be paticulaly welcomed by the Federd Government as pat of an officid
inquiry, but it is hoped that it will be nonetheless well regarded. The current Internet
content regulatory system has so far not demondrated its relevance or worth to our
membership bodies, so suitable dternative policy directions are provided here.

1.2 Significance of proposa

Both the ACS and ALIA bdieve in freedom of speech and expresson, and redise the
vaue and power of the Internet as a priceess tool for the information professons and
indeed the betterment of the nationd economy in the current information age (ACS,
1999a; ACS, 1999b; ALIA, 1996; ALIA, 1998; ALIA, 2000). As such, Internet use
should be encouraged and the medium not redtricted unduly in the am of furthering
misguided policies. It is hoped that the Federal Government will change its policy
accordingly without dday as a result of this document aisng from the united
concerns of sgnificant information technology industry professond bodies.
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While policy proposds of a smilar nature have been presented before by like-minded
groups, they have clearly been ignored (Commonwedth, 1999). We anticipate that
this one will not suffer the same fate as it is backed by conclusive evidence, some of
which concerns the falure of the current Internet content regulatory polices in
practice.  With this benefit of informed hindsight rether than speculative foresght, the
current system has been proven woefully misguided and inadequate (Dearne, 2001b;
EFA, 2001b).

1.3 Definition of key terms

Readers who are unfamiliar with the people and concepts involved in this area of

information technology policy should dosdy examine the glossay found in the
Appendix.

1.4 Infor mation sour ces

Various sources located on a range of media have been consulted in the preparation of
this policy proposd. They range from academic monographs, to Audrdian
Government Senate and other publications, to Internet World Wide Web pages, and
even pesond notes.  The writings of Electronic Frontiers Audrdia (EFA), the man
Audrdian online civil liberties organization, have been pad paticular atention. No
one source could posshly detal this issue to the depth that it requires, so such an
assortment of references can be expected. Please peruse the References section of this
document for further information.

Anthony Larme ITN330- Policy Proposal



1.5 Limitations

Internet content regulation issues are complex. It is not possble to adequately explore
them dl within the condraints of this policy proposd document. What is presented
here can be only be a wdl-constructed summary. While the ACS and ALIA possess
firm views in regard to pointing out the inadequacies and subsequent need for change
to the current Audrdian Internet content regulation system, both sdes of the
agument will be given a hearing, but the Sde teken by the authors will be
conclusively shown to be the correct one.

2 IssueAnalysis

Severd succinct subsections that follow under this heading will dert the reader to the
exact nature of the issue of Internet content regulation in Audtrdia

2.1 Aim of this section

This section ams to show tha Internet content regulation is indeed an important
information technology issue in this country that needs urgent attention with a view to
making dgnificant changes to current Federd Government policy. As an issue
Internet content regulation involves competing stakeholders who hold  competing
vaues, or a least different interpretations as to how to promote certain common
vaues. The devdopment of truly effective and widdy accepted policy requires that
the ams and aspirations of dl sdes of the debate must be properly understood and
everyone's concerns taken into account. This process did not take place when the
Online Services Act was developed and passed, and thus must take place now.
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2.2 Issueclarification

Federd Government politicians who shape Internet content regulaion policy, both
directly and indirectly, hold negative attitudes towards the Internet or, a less,
towards those citizens who may post content in that medium (Commonwedth, 1994;
LAQ, 1995a; LAQ, 1995b; Larme, 1997). It is seen as a problematic area of
contemporary society to the extent that something must be done about it by
governments whose purpose of existence is to regulate society (Larme, 1997). The
most voca paliticians who promote these views are essentidly the same as those who
hold and promote smilar views towards that other technological “bogeyman” —
computer games. Senators Brian Harradine (Independent), Margaret Reynolds
(Labor), and John Tierney (Liberd) (Larme, 1997; Senate Committee, 1994). These
Senators from al man sections of Federd politics have led Senate Committee
discussons and inquiries related to the Internet.  Ther enthusasm in promoting
highly consarvative views on this issue has st wdl with ther parliamentary
colleegues who have debated and passed the Online Services Bill accordingly
(Commonweslth, 1999).

A lagdy apathetic or uninformed Audrdian public has not sood in the way of
Internet content regulation legidation. Whether by accident or deliberate design, one
of the best opportunities for those who oppose excessve Internet content regulation to
ensure that their views were publicised as widdy as possble was destroyed on the
28" of May 1999 (EFA, 2001a). Tha was the date of large pro-online freedom
ralies, marches, and demondrations organised by the EFA across the country in al
capital cities (EFA, 2001a). Numerous journdigts covered these events, only to have
ther reports dmost universaly ignored in favour of coverage of another vitd
development in politics later that same day — the announcement that Audraia was to
have a GST folowing Federd Codition taks with the Democrats (persond
recollection of Anthony Larme). Very soon dtewards, the Online Services Bill
quietly passed into law (Commonwedlth, 1999).
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Audrdia was left with an unredidic, ridiculous, punitive Internet content regulation
system whose deficiencies, while plain to see for those with even a minor degree of
technicd knowledge and no anti-new technology bias, were ignored by the Act’s
supporters in spite of dl the evidence they received of ther misguided atitudes
(Commonwedth, 1999; Graham, 1997; Larme, 1997; Taylor, 1997; Telstra, 1997).
Such misguided atitudes include seaing the Internet as:

a) A broadcast (“ push”) rather than a “ pull” medium. In dmost every case, the
Internet user must actively search for content. It is not seen on screen
automaticaly or with negligible effort as is the case with tdevidon. In this
sense, the Internet may be somewhat compared to a library (ALIA, 2000). As
a reault, regulating content usng the ABA, a Federd Government agency
desgned to regulate genuine broadcast content such as from televison, is
highly inappropriate (ACS, 1999a; Graham, 1997; Taylor, 1997).

b) Containing content universally analogous to film content. Internet content is
predominantly text and pictures. As such, it would make more sense to
regulate its content as for publications. While numerous video files exig on
the Internet, thar number is infinitesma in comparison to publication-gyle
content (as any regular Internet user would attest). Seeing Internet content as
film content is adso further evidence of (a) in that film could be consdered a
broadcast medium (Dearne, 2001a; Graham, 2001).

c) A danger to children. Publications ratings guideines followed by the OFLC
are dgnificantly less redrictive than the film raings guidelines (OFLC, 1999;
Senate Committee, 1997). With children seen to be at paticular risk from
Internet content through aleged lack of parental supervison, whether through
parentd neglect or lack of information technology knowledge, it is no wonder
that dl Internet content (with the exception of computer games which continue
to be rated as such) is seen as film content (Commonwedth, 1999; Griffin,
2001; Larme, 1997; Muehlenberg, 2001). Most redrictive of al are the
OFLC's computer games ratings guiddines, so it is of some consolation that
the Federd Government has seen fit not to let Internet content regulation go
that far for al online materia (Senate Committee, 1997).
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d) Containing content that would also be banned or serioudly restricted offline.

f)

When combined with dl the above assumptions, this point has meant that
Internet content is in fact regulated more harsily then offline film and video
content. X 18+ rated materid is banned as is R 18+ rated materid not
protected by a redricted access system that requires adequate proof of
adulthood before permisson to access such content is  granted
(Commonwedth, 1999). These issues are compounded when one considers
the difficulties average citizens who are content providers have in deciding if
their Internet content would likely be rated R 18+ or above by the OFLC
(Graham, 1997). With such uncertainty, much content may smply be hosted
offshore to the detriment of local commerce (Graham, 1997).

Being able to be regulated effectively by Australians for Australians. While
Audrdians have one of the largest per-capita Internet access rates in the
world, our overal number of users, including content providers, is quite small
and pades in comparison with the same categories of figures related to citizens
of the USA (ABS, 2001; Fitzammons, 2001; Spencer, 2001). The Internet is
a truly globa medium and it is very essy to move content offshore before the
legd system can touch it or the person who provided it (Graham, 1997,
Taylor, 1997). Audrdias laws end a our borders and we can only offer
suggestions to foreign law enforcement bodies who probably do not share al
our views on Internet content regulation (ABA, 2000; Commonwedth, 1999).
Findly, the fact tha enforcement reies on a complants mechanism to
nominate Internet dtes that contain prohibited content goes againgt the deep-
seeted Audrdian culturd atribute of not “dobbing” in on€s fdlow dcitizens
(ABA, 2000; Commonwedth, 1999). Even if a person proceeds with their
complaint, they face an additiond hurdle if reporting RC materid for it is
usudly an offence even to look at it for dl reasons, much less save it to one's
hard drive (Dearne, 2001b; Graham, 1997; Taylor, 1997). In short, one law
defeats another.

Being able to be at least partly regulated, either at an ISP level or at a home
or company computer level, through filtering software. This is another fase
assumption as no pefectly rdiable form of filtering has been devised thus far,
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and enforcing filtering on 1SPs, especidly mgor ISPs, could lead to untold

dowdowns on the Internet, Audrdias online isolation, and the blocking of far

more Stes than are necessary (Graham, 1997; Taylor, 1997).
Additiondly, some detractors of the Online Services Act such as the EFA have
pointed out that ISPs cannot be held responsible for content on their servers (and thus
comply with take-down notices for content) any more than Audtrdia Post can be held
reponsble for the content of the postd mal (Graham, 1997; Taylor, 1997).
However, recent moves have been taking place in South Audrdia through the
introduction of a Bill that would give the Federd Online Services Act extra power at a
State leve through the sanctioning of infringing content providers to correct this
loophole (Graham, 2001; Griffin, 2001). Neverthdess, once agan, fase assumptions
ae beng made pretty much dong the lines detalled from (@) through to (f) above
(Graham, 2001; Griffin, 2001). In short, the Federd Government has made a mess of
Internet content regulation and, as such, has misalocated resources that could be used
far more effectively with a congderably revised regulatory policy. Such a policy is
proposed in the next mgjor section of this document.

2.3 Issue validation

Two mgor theoreticd perspectives hepful in vaidating the ACS and ALIA
perspective regarding the issue of the regulation of Internet content consist of:

Freedom of speech and expression. These fundamentd human rights dearly
cherished in rdevant ACS and ALIA policies, guaranteed by documents such as
the United Nations Universal Declaration on Human Rights and the
Conditution of the USA, are the cornerstone of any true democracy as they
ensure the freedom to receive and impart information (ACS, 1999a; ACS, 1999b;
ALIA, 1996; ALIA, 1998; ALIA, 2000; UN, 1988). If this does not occur or is
unduly limited, corruption and sdf-interested or misguided power seeking is
likely to occur to the detriment of some or al peoples in society (Graham, 1997;
Taylor, 1997). Unfettered, the Internet is a free and democratic medium that may
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readily be used by al citizens to defend themsdves agangt unfar use of power
by governments or other influential bodies (Graham, 1997; Taylor, 1997).

Moral criss and moral panic. As defined by sociologists Victor and Cohen
respectively, these concepts relate to frequent occurrences in modern societies
where people become feaful of the repid pace of change (eg: the rapid
emergence of information technology in the past decade) (Victor, 1993; Cohen,
1972). As aresult, many seek at least a partid return to old conservative values,
while redisng a leest patly that the new vadues cannot be totdly ignored
forever (eg: No Audrdian government wants to actudly ban the Internet
entirely) (Victor, 1993; Cohen, 1972). Compromises whereby some part of the
new vaues are embraced while clinging to some tradition tend to divide society
(eg: Audrdia’s current Internet content regulation system) (Victor, 1993; Cohen,
1972). Such divisons tend to lead to radicaism among certain members of the
younger generations who upsst the ddicate mord crigs equilibrium with ther
consderable embrace of new vaues (eg: The EFA-led and smilar protests
agang Internet content regulation) (Cohen, 1972). These people clash
figurativdly and sometimes literaly with more consarvative people and often
ensure a hardening of conservative views (eg: The proposed South Audrdian
laws) (Cohen, 1972). Societal change can only said to be truly accepted when
there is no more mord criss or panic surrounding the change (Victor, 1993,
Cohen, 1972). Mord crises and panics are irrationa states of mind and decisons
made as a result of them can rarely do any red lasting good for society (Victor,
1993; Cohen, 1972).

Additiondly, it is worth mentioning the publicly professed primary purpose of those
who support and want to expand Audtraia’s current Internet content regulatory
regime (AHISA, 1997; Griffin, 2001; Larme, 1997), namely:
The protection of children from content that may harm them. Child protection
needs no forma expodtory theory as it is smply a naturd response of mogt
living beings towads ther young. However, Internet content regulation in
Audrdia has become firmly intertwined in a figurative web of mord criss and
mord panic to the extent that it is impossble to separate moves for child
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protection from moves to what, to put it bluntly, amounts to outright online

censorship.

2.4 Impact on stakeholders

Audrdias current Internet content regulation system has had the following impact

upon those who hold a stake in thisissue:

Government. Federa Government parliamentarians have fdt satisfied that they
have “done something” about the perceved threat of the Internet
(Commonwedlth, 1999; Griffin, 2001; Larme, 1997). In fact, the ABA has
recently released a report detailing what they consider to be the success of the
new regulatory scheme so far (Dearne, 2001b; EFA, 2001b).

Conservative groups. These people, generdly the holders of rdigious views and
quite vocd in ther lobbying of the Federd Government in comparison with the
few who go out of ther way to push for online freedom, have dso fdt quite
satisfied (AHISA, 1997; Griffin, 2001; Muehlenberg, 2001). But their “work” is
not yet over in that the providers of content that may harm children adso need
prosecution — it is not sufficient to amply force I1SPs to take these people's
“offengve’ materid away from the Internet (Graham, 2001; Griffin, 2001;
Muehlenberg, 2001).

Online freedom groups. Organizations like Electronic Frontiers Audtrdia, and to
a dightly lesser extent the ACS and ALIA, have naurdly been disgppointed in
regard to the continuing implementation of the Online Services Act (Dearne,
2001a; Dearne, 2001b; EFA, 2001b; Graham, 2001). They continue to expose its
inadequacies such as the EFA’s recent andyss of the ABA’s progress report
mentioned above (Dearne, 2001b; EFA, 2001b). In the current Stuation with the
ACS and ALIA, this policy proposa is being drawn up in the hopes of redising
the goas of this group of stakeholders.

The Australian economy. The modern globd information economy requires its
participants to have podgtive views on the usage of information technology. If
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Audrdia wants to fully embrace this redity of the modern world, it needs to
show a more tolerant attitude towards the Internet (Clausen, 2001, McCarthy,
2001). This need is compounded in urgency by the fact that Audrdia is getting a
negative reputation for its falure to fully embrace information technologies
(Clausen, 2001; McCarthy, 2001). A dgnificant consequence of this fact is that
foreign investors have caused the vadue of the Audrdian dolla to plummet
dramaticdly and remain a record low levels over the past couple of years
(Dickins, 2001; Economist, 2000; Gottliebsen, 2000).

2.5 Summary: need for policy

Audrdids current Internet content regulation system is based on fase premises and
has been inadequately pieced together by governments and ther conservative
supporters in an environment of mord criss and mord panic where freedom of
geech and expresson have been unfarly sddined.  With the current Federd
Government policy exposed as woefully inadequate to ded with the redities of the
Internet, it is now up to concerned information technology related groups such as the
ACS and ALIA to formdly propose an dternaive policy. That is the dominant

concern in the next section.

3 Policy Solution

This section resolves the issue of Internet content regulation in Audtrdia through the

proposd of a suitable new policy direction.

3.1 Introduction

In view of al the points tha have been rased so far in this document, the ACS and
ALIA jointly believe that we can arive a a reasonable policy solution. It should go
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a long way towards satisfying the widespread perception that Internet content must be
regulated, while a the same time ensuring online freedoms to the maximum possble
extent in the interests of democracy and the betterment of the national economy. The
Federd Government is urged to heed the specific policy directions that follow.

3.2 Policy objectives

Any new Internet content regulation policy must recognise that:
The Internet is not a “problem” that must be dedt with. It is a new (a least in
teems of its extensve use by the public) and exciting use of information
technology that has the potentid for far more good than harm in its incredible
aoility to widdy disseminate information (ABS, 2001, Ftzammons, 2001;
Spencer, 2001). This is done through nonbroadcast means and primarily
through text and graphics.
No one can truly regulate Internet content in Audrdia or indeed anywhere ese as
if it were just another form of traditiond media such as film (ACS, 1999, EFA,
2001b). A new sysem must be developed for online content that takes into
account the unique nature of the medium.
Adults invented, developed, and 4ill maintain the dructures that support the
Internet (ACS, 1999a; ACS, 1999b; ALIA, 1998; ALIA, 2000). They dso
account for the bulk of its users and providers of content (ABS, 2001). Without
adults, the Internet would ceese to exis. As such, ther interests must be
promoted ahead of those of the over-protection of children. At the same time,
adults are invaluable as guides and supervisors for children.
Excessve Internet content regulation demondrates a country’s falure to fully
embrace information technology and the associated economic bendfits it brings
(Clausen, 2001; McCarthy, 2001). Wedthy oversess investors tend to “punish’
such misguided nations, devaluing their currencies and lessening ther reputations
as modern and progressive (Dickins, 2001; Economist, 2000; Gottliehsen, 2000).
A dae of mind that involves dements of mord criss and mora panic is not

auitable when determining policy for such an important facet of modern day
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socid and economic life.  Internet content must be consdered camly and
rationdly in order that suitable outcomes may be achieved.

3.3 Palicy options

Keeping in mind the policy objectives detailled above, three policy dternatives are
proposed below.

3.3.1 Palicy option 1

To play the devil's advocate, suppose the ACS and ALIA ultimately decide to fuly
support the current Internet content regulation policies currently enforced by the
Federd Government and proposed by the South Audtrdian Government (with other
State Governments sure to follow) (Commonwedth, 1999; Graham, 2001; Griffin,
2001).  Should this occur, this policy option is in fact identicd to current
governmenta policies Audrdia wide (Commonwedth, 1999; Griffin, 2001). It is
essentidly a “no change’ policy. Fortunady, no Audrdian politician is planning to
redtrict Internet access to the highly limited or non-exisent levels permitted in severd
oversess dictatorships, so it is not worthwhile to even conceive of a policy where
Internet access is banned dtogether (Griffin, 2001). As such, perhaps current and
redigic potentia future redrictions on online freedoms can be endured for the overdl
protection of the community, particularlly children (Griffin, 2001; Muehlenberg,
2001).

3.3.2 Policy option 2

Naturdly, the other extreme would be to propose that al manner of policy from both

government and non-government bodies should completely ignore the Internet.  This
would make the online community a haven from dl the laws of the offline world and
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endble people to fully express themsdlves free from dl redrictions apart from those
somehow imposed by their online peers. Not even the EFA dares to go this far as it is
therr opinion that whatever is illegd offline should dso be illegd online (EFA, 2001g;
EFA, 2001b; Graham, 1997; Taylor, 1997). With no redtrictions, crimind activity
may flourish dongdde legitimate expressons of individudity. Federad Government
time and monetary resources could be diverted dsaewhere, resulting in sgnificant cost
savings. After dl, Internet content regulation as it stands is hardly inexpensive and

what government does not want to be seen to save taxpayers dollars?

3.3.3 Padlicy option 3

Both the above policy options do not fully take into account dl five mgor policy
objectives mentioned earlier. Viable middle ground must be reached to acknowledge
the concerns of moderates on both sides of the debate surrounding the Internet content
regulation issue.  Politicians who devdop and pass reaed legidaion must not
regulate Internet content more harshly than amilar offline content. As such, Internet
content should be consdered in a dmilar manner as publications and thus 18+
materia that would be raled R or X in film fredy permitted. Children can be
protected from content that may harm or disurb them through a combination of
parental supervison, possble voluntary use of some filtering software on a home-by-
home basis, and free public educational sessons for citizens of al ages on Internet use
a libraries and amilar public locations. Genuine illegd content, such as the oftent
mentioned child pornography, can be pointed out to law enforcement officids of the
vaious State police forces as needed without intervention by an irrdevant
government agency such as the ABA. Legidation should be adjusted to recognise
that to report illega content, citizens will need to see it fird to know that it is illegd
(Dearne, 2001b). It should not be an offence to view illegd materid providing that it
is promptly reported to law enforcement authorities and not subsequently retained on
one's computer (Dearne, 2001b). In short, this policy option does not take any of the
extremes of options 1 and 2 while fully supporting the previoudy mentioned policy
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objectives.  An overdl improvement of freedom, democracy and economic prosperity
in Audrdiawould surely follow the implementation of this policy dterndive.

3.34 Summary

Neither the ACS nor ALIA, in our support for Internet related freedoms, denies the
right of any Audrdian government to place limits on online freedoms in the interest
of protective society, or certain sections of society, from possible harm (ACS, 1999
ACS, 1999b; ALIA, 1996; ALIA, 1998; ALIA, 2000). What we do object to,
however, is policy tha is made with regard to information technology that is clearly
influenced by the \ery read concepts of mord crisis and mord panic that are the bane
of condructive deding with change everywhere. As a result, we hereby propose
policy option 3 as the most suitable policy for the Audrdian Federd Government to
follow in relation to the regulation of online content.

3.4 The suggested policy

Policy option 3 may be implemented and subsequently evaluated according to the
means outlined in this section.

3.4.1 Restatement of selected policy objectives

This option was chosen as the most ided lecause it is fully compatible with the policy
objectives mentioned earlier in that it:
Redises that the Internet has amuch grester potentia for good rather than harm.
Acknowledges that most Internet content is Smilar in nature and accesshility to
publications but even then, there are some differences.
Views the Internet as primarily a medium by and for adults, while recognising its
vaue and gpped to children.
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Can only lead to a rgection and probably disspation of mora criss and panic
related fears surrounding the Internet and a likdy ensuing improvement in
Augdrdias reputation as a supporter of information technology led economic

improvemen.

No other proposed option is fully and reasonably compatible with these stated policy

objectives.

3.4.2 Poalicy outline

Here are the key dements of the Internet content regulation policy formaly endorsed
by the ACS and ALIA and hereby commended to the Federd Government for

implementation in place of current policies. Every component of this three-pronged
strategy have been fully justified by the preceding discusson:

All aspects of the exising Internet content regulation regime must be dismantled
immediately. This means that the Commonwedth Online Services Act of 1999
must be fully repeded and further debate on the complementary South Audtrdian
(and posshble smilar legidation in other States) enforcement cease.  In addition,
the Department of Communications, Information Technology and the Arts must
be rdieved of its Internet content regulation responghilities through its ABA
agency.  Furthermore, the OFLC must sick to its standard role assigning
classfications to some publications, and dl films videos, and computer games —
never agan having any role in ratling Internet content. Overdl, governments in
Audrdia must never again directly regulate or atempt to regulate Internet
content.

With the monetary savings from the preceding point, plus any additiona funds
required for full compliance with this new policy, free Internet education sessons
ae to be s up in libraries, schools, universties, and community centres
nationwide.  These sessons are to accommodate people of adl ages and
backgrounds, with particular attention paid to the central role of the parent or
guardian in the supervison of dildren’s use of the Internet — whether or not they

eect to use filtering software in ther homes. To ensure maximum participation,
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such sessions should be widdly advertised and held as often as needed given the
time and reasonable resources availdble for ther funding. Sesson developers
and coordinators should condst  of information technology professonds
including educators and librarians.  With such a powerful educationa campaign,
citizens will become empowered and encouraged to embrace the full benefits of
the Internet in promoting basic democrétic freedoms and economic prosperity.
In regard to undeniable and genuine illegd content on the Internet that is totaly
prohibited offline, such as child pornography, exising laws are sufficient to ded
with this minor, but gill relevant, problem. Citizens are to be encouraged to
report such infringements to the police without fear that they will be prosecuted
merdy for necessarily looking a and/or downloading such materid in order to
veify its existence in the firda place Fear of reporting illegdity should be
avoided in the interests of better identifying and ultimately removing such
materid. In no case, should any Internet Service Provider be held responsible for
content held on ther Internet sarvers  Full responghility mugt lie with the
originator of such content just as Audrdia Post cannot be hdd responsble if,
say, child pornography is distributed in the ordinary postal mail.
Through the implementation of this policy to the letter, Audrdian government
legidators and their various depatments and agencies will be sending a powerful
message to people both within this country and without. It will portray Audrdia is a
forward-thinking nation that can ded with exciting new deveopments in information
technology effectively and, as such, is worthy of sociad and economic respect as a

result.

3.4.3 Impact on stakeholders

Policy redirection to the extent proposed above is hardly likey to meet with the full
goprova of al stakeholders, least of dl those under the full effects of mord criss and
mord panic. If the inevitable protests of these groups continue, such groups should
be given paticular attention in the proposed policy’s Internet education sessons and
encouraged to change their views. If this does not work, it will likedy be of little
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consequence to governments who wish to stay in power because, presumably, a
generdly better Internet educated populace is one that will not be swayed to vote a
government that does not heavily regulae the Internet out of office  Governments
themsdves can fed content that they are gill “doing something” about the Internet,
but this time with a podtive rather than negative emphass, and have taken much
needed seps to improve Audraids democratic and economic reputation (and
resultant economic prosperity) in the eyes of the world. Ladtly, it will be comforting
for the membes of the professona bodies of information technology related
occupations to know that they are being placed in the forefront of this new srategy, as
they schould be suitably promoting ther expert knowledge and benefiting the
community to a condderable extent, thus fulfilling their professona objectives (ACS,
2001).

3.4.4 Overall strategiesfor evaluation

Regular monitoring of the effectiveness of this Internet content regulaion policy
proposal is best done by governments in conjunction with information technology
indusiry professona bodies such as the ACS and ALIA. It mugt aso involve the
cooperation of busness and ordinary citizens. Working together, dl Audrdians may
use the Internet for the overdl betterment of our society and economy. |If faults or
limitations are discovered, they should be andysed and appropriaie action taken
promptly. Such actions should not cause Internet content regulation policy to revert

to its current state or end up more redtrictive than it is at present.

3.45 Evaluation criteria

Suitable evduation criteria for assessng the continued effectiveness (or lack thereof)
of thisjoint ACS/ALIA policy proposa are asfollows.
Has the public money saved from the scrgpping of the old Internet content
regulation regime been fully diverted to the Internet education scheme? In
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addition, has any additiond funding been judified in light of any incresse in
GDP and/or improvement in any other significant economic indicator (such as an
improvement in the vadue of the Audrdian dollar) tha is conddered by financid
and business experts to be a result of this country’s revised regime? After dl, it
IS current expert opinion that a country’s favourable treatment of information
technology, including the Internet, can be a rdiable indicator of likdy economic
prosperity (Dickins, 2001; Economist, 2000; Gottliebsen, 2000).
According to Audrdian Bureau of Statigics data, is a dgnificantly greater
percentage of Audrdians using the Internet? If they are, to what degree are they
usng it to improve or promote Audtrdian culture, internationd image, and the
locd ecomomy?
Have consarvative groups decreased ther cals for a drengthening of Internet
content regulation? This may be evidenced by changes in the nature and number
of petitions, inquiry submissons, and other means of lobbying.
How many current or former members of conservative groups now have a
sgnificantly pogtive attitude towards the Internet?  Polls taken among such
groups can be auseful indicator.
Have reports to government officids, particularly the police, increased in number
in redion to universdly prohibited contet such as child pornography?
Furthermore, have associated prosecutions increased? Conversdly, have
prosecutions for the accidentad possesson of such materid or for merdy
possessing it for the purpose of formaly reporting it been diminated?
These questions mugt dl be answered teking into account the drategies mentioned in
the preceding section. Feedback from al relevant groups in this important issue is to
be welcomed.

34.6 Summary

In summary, the suggested policy proposed and promoted by the ACS and ALIA in

relation to the regulaion of Internet content and how Audrdian paliticians should
arange for its regulation takes a middle ground between heavy-handed paterndigtic
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protection and anarchistic freedom. It acknowledges the redlities of the Internet by
proposing that only an extensve, widespread public education campaign conducted
by our members about its uses and benefits, including how adults can protect ther
children through informed supervison, is a vidble means for regulaing the cregtion
and access of dl legd content. lllegd content can readily be dedt with under existing
laws with some modification to alow for increased esse of reporting infringements.
All these measures can be evduated and re-evaluated as necessary for the betterment
of Augtraia s society and economy.

4 Concluson

Over the past few years, Audrdids legidators and those who are most vocd in their
lobbying have succumbed to the forces of mord crigs and mora panic in reation to
the regulation of Internet content. This Stuation has resulted in ignorant, unwarranted
legidation tha views the Internet as a “problem” that must be overcome. Most
Audrdians are gill unaware of the generaly postive nature of the Internet and reflect
such lack of knowledge with apathy or support of mogt politicians in reaion to
further Internet content crackdowns. Such reactionary thinking has certainly not sat
well with this country’s overdl internationd reputation with regard to the socidly and
economically effective use of information technology.

Until now, the forces of expert opinion and supporters of online freedom have not
presented a powerful, coordinated front againgt reactionary attitudes towards the
Internet. They have dso faled to provide a vidble alternative content regulation
system. Both the ACS and ALIA have written this policy proposa as a united effort
to show that Audrdian information technology professonds, through their proper
understanding of relevant issues, can devise acredible dternative policy in thisarea

Our dterndtive policy is free from the condraints of mord criss and mora panic and
encourages Internet use towards the am of creating a better society of freedom and

economic prosperity while redidng tha some measures need to be put in place to
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ded with a very smdl amount of illegd content. Such a policy hes as its centrd
platform a widespread and extensve education campaign to creste informed Internet
users backed by the reped of existing redrictive legidation and the improvement of
some exiging illegd materid enforcement legidaion.  Penty of evdudion criteria
regarding the effectiveness of such a policy will ensure its continud beneficid
operation. The ACS and ALIA fully commend this policy proposa to the Federa
Government for immediate implementation.

RECOMMENDATIONS

1. The 1999 Commonwesalth Online Services Act should be repeal ed.

2. No complementary State legidation should be passed.

3. The ABA and the OFLC should be rdieved of dl ther Internet content
regulation respongbilities.

4. Under the guidance of the ACS and ALIA, the Federd Government should set
up detaled, wdl-publicised Internet awareness and usage sessons to be
offered to al sections of the Audrdian public free of charge. These sessons
should be held as often and for as long as needed to promote widespread
Internet awareness in a podtive manner, with particular (but not undue)
dtention pad to redidic drategies on how adults can supervise ther
children’s use of this medium.

5. Content illegd offline in dl media should likewise be consdered illegd
online.  No other content should be redricted in any way. Illegd content
reporting provisons should be introduced to ensure citizens are not reluctant

to report content infringements for fear they will aso be punished.
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6. The new regulatory scheme outlined in recommendations 4 and 5 should be
closdly monitored by suitable government and norntgovernment bodies to
ensure its continued effectiveness and be corrected as necessary should any

deficiencies be determined from timeto time.

* k%
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APPENDIX - Glossary

ABA (Audrdian Broadcasting Authority). Founded as a Federd Government
regulatory body within the Depatment of Communications, Information Technology
and the Arts for public broadcasting services such as tdevison, the ABA has recently
had its respongbilities widened to include the enforcement of Internet content
regulation according to the Online Services Act (ABA, 1999; ABA, 2000). These
measures have been tken by the Federd Government without regard to the fact that
the Internet is in fact not a broadcasting medium (ACS, 1999a; Graham, 1997; Taylor,
1997).

Classification. To place items or products into predefined categories to alow for ease
of regulation. In Audrdia media content classfication is usudly applied by the
OFLC (OFLC, 1999).

Guidelines. The OFLC uses different sandards when assessing different types of
media. The st of sandards they use for the assessment of any particular type of
media are known as guiddines, for example: film and video guiddines (OFLC, 1999).
All Internet content is assessad againgt film classfication guiddines (Commonweslth,
1999).

ISP (Internet Service Provider). A company that provides people with a connection
to the Internet. To connect to the Internet, consumers need to connect through the ISP
of their choice. 1SPs often hold content creasted by their customers and others on

computers that are generdly bleto dl Internet users.

OFLC (Office of Film and Literature Clasdfication). A Federd Government agency
located within the Attorney Generd’s Depatment that is primarily responsible for
dassfying dl films (induding videos) and computer games made avalable for sde or
hire to the public in Audrdia (OFLC, 1999). These products are assigned ratings
according to their suitability to certain age groups and many are additiondly provided
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with consumer advice giving a very brief summary of the reasons for the rating.
Some literature is dso classfied, but this tends to be typicaly pornographic in nature,
0 most such works do not receive a classfication. As a result of the Online Services
Act, the OFLC's classfication duties now include rating Web pages and other Internet
content upon the request of the ABA or the police (Commonwedth, 1999).

Online Services Act (Broadcagting Services Amendment (Online Services) Act 1999).
As a January 1 2000, this piece of Federd Government legidation ingdtituted a system
of Internet content regulation in Audrdia (ABA, 2000). Such regulaion works
through a public complaints mechanism, and the issuing of compulsory “take-down
notices’ to 1SPs after contentious content is classfied by the OFLC (Commonwedth,
1999).

Ratings. For computer games (in order of leve of redriction, least redtrictive first) =
G (dl ages), G 8+, M 15+, MA 15+, RC (Refused Classfication) (Senate Committee,
1997). For films = G, PG, M 15+, MA 15+, R 18+, X 18+ (video only), RC (OFLC,
1999). For publications = Unrestricted, Category 1 — Restricted 18+, Category 2 —
Restricted 18+ (Senate Committee, 1997).

Senate Committee. Origindly the Senate Select Committee on Community Standards
Relevant to the Supply of Services Utilising Electronic Technologies, its name in
recent years has been shortened to smply the Senate Committee on Information
Technologies. Over the past decade, the politicians on this Committee have hed
numerous inquiries that have led to equaly numerous reports filled with many highly
influentiad  recommendations concerning how the Federd Government should drictly
regulate emerging dectronic technologies such as the Internet (ABA, 1999). The
members of the Senate Committee can generally be described as overly cautious at
bes, to reactionary at wordt.

*k*
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